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ABSTRACT

Agencies performing national securtty functions regulate citizens’ lives in increasingly
wmtimate ways. Yel national securtty rulemaking s a mystery to most Americans. Many
rules—Ilike those implementing the National Security Agency’s vast surveillance schemes—
remain secret. Others are published, but the deliberations that led to them and the legal
Justifications for them remain hidden.

Ordinarily, these rules would undergo the Administrative Procedure Act’s notice-and-
comment process, which has earned wide, if not universal, praise for advancing democratic
values and enhancing agency effectiveness. But a national security exception from notice-
and-comment in the APA tself, along with the overuse of classification authority, combine
to insulate most national security rulemaking from public scrutiny and meaningful judicial
review. The resull is a national security administrative state that s insular and unaccount-
able to the public.

Some scholars find this exceptional treatment inevitable, while others have proposed
reforms. But no one has sought to prouvide a full accounting of national security rulemak-
ng’s scope and historical origins. By doing so, this Article demonstrates that the APA excep-
tion is historically contingent—a response to the rise of totalitarian states and the Second
World War. As a product of its time rather than an essential attribute of all adminisirative
law systems, it is a relic in a globalized world i which the foreign and the domestic are
ncreasingly intertwined, and the line between national security and ordinary rulemaking
therefore begins to fade entirely.

This Article suggests reforms that would increase public deliberation in national securi-
ty rulemaking, while accounting for the importance of secret-keeping when truly necessary.
Among these proposed reforms is a change to the current practice allowing national security
agencies o invoke the security excepiion to notice-and-comment after a rule is challenged in
court, rather than at the notice-and-comment stage itself. These reforms would improve the
current rulemaking practice, which undermines the transparency necessary for effective
democratic participation.
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“There are exceptions. If they cannot be explained, then the univer-
sal cannot be explained, either.”?

I. INTRODUCTION

In 2013, a series of leaks and disclosures revealed that the Na-
tional Security Agency (NSA) conducts mass surveillance of Ameri-
cans’ private electronic information on an unprecedented scale.? The
content of e-mails, web searches, and phone calls of millions are regu-
larly stored in databases, along with the metadata?® for such commu-
nications of hundreds of millions.* Under certain rules—many still
secret—agencies such as the FBI and DOJ may access these records
to investigate unlawful activity by foreigners.’? But the difference be-
tween “foreign” and “American” often hangs on low-level NSA ana-
lysts’ judgment calls or search algorithms.® And if these investigations

1. SOREN KIERKEGAARD, FEAR AND TREMBLING/REPETITION 227 (Howard V. Hong &
Edna H. Hong trans., Princeton University Press 1983) (1843).

2. The legal authorization for much of this surveillance was obtained by the FBI and
the Department of Justice. See Barton Gellman & Laura Poitras, U.S., British Intelligence
Mining Data from Nine U.S. Internet Companies in Broad Secret Program, WASH. POST
(June 7, 2013), http://www.washingtonpost.com/investigations/us-intelligence-mining-data-
from-nine-us-internet-companies-in-broad-secret-program/2013/06/06/3a0c0da8-cebf-11e2-
8845-d970ccb04497_story.html.

3. Metadata is not the content of a record or communication but the information
about it, such as the time, date, and parties involved. See Jane Mayer, What'’s the Matier
with Metadata?, NEW  YORKER (June 6, 2013), http://www.newyorker.com/
online/blogs/mewsdesk/2013/06/verizon-nsa-metadata-surveillance-problem.html. However,
metadata is often more useful for information-gathering than the content itself. See id.

4. See James Bamford, They Know Much More Than You Think, N.Y. REV. BOOKS
(Aug. 15, 2013), http://www.nybooks.com/articles/archives/2013/aug/15/nsa-they-know-
much-more-you-think/?pagination=false (observing that metadata of telephone communi-
cations of “hundreds of millions of Americans” had been collected); Barton Gellman, U.S.
Surveillance Architecture Includes Collection of Revealing Internet, Phone Metadata, WASH.
POST (June 15, 2013), http:/articles.washingtonpost.com/2013-06-15/news/39993852_
1_comey-national-intelligence-intelligence-collection ~ (describing the PRISM and
NUCLEON Programs, which collect Internet and phone call content, respectively); Siobhan
Gorman, Evan Perez & Janet Hook, U.S. Collects Vast Data Trove, WALL ST. J. (June 7, 2013),
http://online.wsj.com/mews/articles/SB10001424127887324299104578529112289298922
(describing the collection of phone and credit card transaction metadata); Glenn Green-
wald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, GUARDIAN
(London) (June 5, 2013), http://www.theguardian.com/world/2013/jun/06/mnsa-phone-
records-verizon-court-order (same); Glenn Greenwald & Spencer Ackerman, How the NSA
ts  Still Harvesting Your Online Data, GUARDIAN (London) (June 27, 3013),
http://www.theguardian.com/world/2013/jun/27/nsa-online-metadata-collection (describing
the collection of Internet metadata).

5. See Gellman & Poitras, supra note 2.

6. See William C. Banks, Programmatic Surveillance and FISA: Of Needles in Hay-
stacks, 88 TEX. L. REV. 1633, 1634 (2010) (“Instead of building toward an individual FISA
application by developing leads on individuals with some connection to an international
terrorist organization . . . officials now develop algorithms that search thousands or even
millions of collected e-mail messages and telephone calls for indications of suspicious activ-
ities.”); Glenn Greenwald & James Ball, The Top Secret Rules That Allow NSA to Use US
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uncover illegal activity by Americans—even inadvertently—the infor-
mation is passed to other agencies for investigation and prosecution.”
This surveillance is far broader and deeper than previously under-
stood.® But it is also, to the surprise of many, arguably lawful.® The
USA PATRIOT Act® and the updated Foreign Intelligence Surveil-
lance Act (FISA)! give agencies wide discretion to obtain and search
private electronic files.’ The government claims that publicly availa-

Data Without a Warrant, (GUARDIAN (London) (June 20, 2013),
http:/Avww.theguardian.com/world/2013/jun/20/fisa-court-nsa-without-warrant.

7. See Greenwald & Ball, supra note 6. The DEA has a secretive Special Operations
Unit (SOP) that funnels information from intelligence databases to law enforcement agen-
cies, which use it to launch investigations but do not disclose how these investigations
begin. See John Shiffman & Kristina Cooke, Exclusive: U.S. Directs Agents to Cover Up
Program Used to Investigate Americans, REUTERS (Aug. 5, 2013), http://www.reuters.com/
article/ 2013/08/05/us-dea-sod-idUSBRE97409R20130805.

8. For a history of the NSA’s surveillance of Americans in the first decade after the
September 11 attacks, see generally JAMES BAMFORD, THE SHADOW FACTORY: THE ULTRA-
SECRET NSA FROM 9/11 TO THE EAVESDROPPING ON AMERICA (2008).

9. See, e.g., OFFICE OF THE DIR. OF NAT'L INTELLIGENCE, DNI STATEMENT ON RECENT
UNAUTHORIZED DISCLOSURES OF CLASSIFIED INFORMATION (2013), avatlable at
http://www.dni.gov/index.php/newsroom/press-releases/191-press-releases-2013/868-dni-
statement-on-recent-unauthorized-disclosures-of-classified-information  (defending  the
leaked surveillance program as having “been authorized by all three branches of
the Government”).

10. Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism (USA PATRIOT Act) Act of 2001, Pub. L. No. 107-56, 115
Stat. 272.

11. Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. §§ 1801-1855 (2006).
FISA was amended in 2008 to update and expand legal authority to search electronic in-
formation. FISA Amendments Act of 2008, Pub. L. No. 110-261, § 102, 122 Stat. 2436,
2459-60 (codified at 50 U.S.C. § 1812).

12. The government has not disclosed its complete legal justification for the NSA’s
programs, but some of the provisions that have been or may be relied on include USA
PATRIOT Act § 216, 18 U.S.C. § 3127(3) (2012) (expanding the availability of “pen register”
devices to encompass interception of internet metadata); USA PATRIOT Act § 214, 50
U.S.C. § 1842(c) (2006) (lowering the standard for obtaining internet metadata so that the
FBI need only certify to the Foreign Intelligence Surveillance Court (FISC) that the infor-
mation likely to be obtained is “relevant to an ongoing investigation to protect against in-
ternational terrorism or clandestine intelligence activities”); USA PATRIOT Act § 21, 50
U.S.C. § 1861 (2006) (the so-called “business records” provision, apparently interpreted by
the FISC, in a secret opinion, to authorize the FBI to obtain all of a carrier’s phone metada-
ta, see David Cole, Can Privacy Be Saved?, N.Y. REvV. BOOKS (Mar. 6, 2014),
http://www.nybooks.com/articles/archives/2014/mar/06/can-privacy-be-saved/?pagination=
false); and FISA Amendments Act § 702, 50 U.S.C. § 1881a (2006) (allowing the govern-
ment to acquire foreign intelligence by obtaining the content of communications by non-
U.S. persons “reasonably believed” to be outside U.S. borders, and interpreted to authorize
the collection of phone and Internet content of Americans in the process).



886 FLORIDA STATE UNIVERSITY LAW REVIEW [Vol. 41:883

ble regulations'® and executive orders'* authorize parts of the contro-
versial program. The Foreign Intelligence Surveillance Court (F1SC),
through secret orders, approved some aspects.’> But most rules im-
plementing the program were developed and approved internally by
agencies through secret rulemaking. Leaks or public pressure even-
tually forced disclosure of many rules, but secrecy still enshrouds the
processes that led to them and even the legal authority for them.
Secret rulemaking makes up a growing portion of the federal gov-
ernment’s “legislative” rules—those that, among other things, pre-
scribe rights or duties and fill statutory gaps—which have the force
of law.'” Yet under fundamental administrative law principles enu-

13. See NSA, UNITED STATES SIGNALS INTELLIGENCE DIRECTIVE 18: LEGAL
COMPLIANCE AND MINIMIZATION PROCEDURES (1993), available at http://’www.gwu.edu/~ns
archiv/NSAEBB/NSAEBB23/07-01.htm (prescribing NSA safeguards for protecting consti-
tutional rights of U.S. persons and regulating the collection, processing, and dissemination
of information concerning U.S. persons); U.S. DEP'T OF JUSTICE, THE ATTORNEY GENERAL'S
GUIDELINES FOR DOMESTIC FBI  OPERATIONS 16  (2008), available at
http://www justice.gov/ag/readingroom/guidelines.pdf (authorizing agents to engage in
proactive intelligence gathering in a manner “not limited to ‘investigation’ in a narrow
sense”); U.S. DEP'T OF DEF., DIRECTIVE 5240.1-R, PROCEDURES GOVERNING THE ACTIVITIES
OF DOD INTELLIGENCE COMPONENTS THAT AFFECT UNITED STATES PERSONS (1982), availa-
ble ai http://’www.dtic.mil/whs/directives/ corres/pdf/524001r.pdf (regulating the role of DoD
personnel and resources in the NSA programs).

14. Executive Order 12,333 authorizes the NSA to collect “foreign intelligence or coun-
terintelligence” information while not “acquiring information concerning the domestic ac-
tivities of United States persons.” Exec. Order No. 12,333, 3 C.F.R. 200, 211 (1981). This
executive order was most recently amended by Executive Order 13,470, 3 C.F.R. 218, 229
(2008), which authorizes the NSA to “[p]rescribe . . . security regulations” consistent with
its authority.

15. See Eric Lichtblau, In Secret, Court Vastly Broadens Powers of N.S.A., N.Y. TIMES
(July 6, 2013), http:/www.nytimes.com/2013/07/07/us/in-secret-court-vastly-broadens-
powers-of-nsa. htmI?pagewanted=all&_r=0. FISA created the FISC to oversee requests for
surveillance warrants against suspected foreign intelligence agents inside the United
States by federal law enforcement agencies. See id. The FISC has been widely criticized for
its extreme deference to agencies and overly broad interpretations of statutory authority.
See, e.g., Letter from F. James Sensenbrenner, Jr., Congressman, U.S. House of Repre-
sentatives, to Eric Holder, Attorney Gen., U.S. Dep’t of Justice (Sept. 6, 2013), available at
http:/sensenbrenner house. gov/uploadedfiles/sensenbrenner_letter_to_attorney_general_er
ic_holder.pdf (noting objections by the Patriot Act’s principal author to overly broad inter-
pretations used to justify the NSA programs); infra Part I1.C.

16. See, e.g., Samuel J. Rascoff, Domesticating Intelligence, 83 S. CAL. L. REV. 575, 632
(2010) (noting that the Attorney General Guidelines regulating domestic intelligence-
gathering by the FBI were traditionally kept secret but are now available online); Gellman
& Poitras, supra note 2 (describing secret rules instructing NSA analysts to enter search
terms “that are designed to produce at least 51 percent confidence in a target’s foreignness’ ”);
Shiffman & Cooke, supra note 7 (describing secret documents regulating the DEA’s Special
Operations Division’s use of electronic information).

17. See Kristin E. Hickman, Unpacking the Force of Law, 66 VAND. L. REV. 465, 475
(2013); see also Hemp Indus. Ass’'n v. DEA, 333 F.3d 1082, 1087 (9th Cir. 2003) (“Legisla-
tive rules . . . create rights, impose obligations, or effect a change in existing law pursuant
to authority delegated by Congress.”); United Techs. Corp. v. EPA, 821 F.2d 714, 719 (D.C.
Cir. 1987) (describing legislative rules as those “in which the agency sought to fill gaps and
inconsistencies left by the statutory scheme”); Jacob E. Gersen, Legislative Rules Reuisited,
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merated in the Administrative Procedure Act (APA),'8 these legisla-
tive rules must ordinarily be published and undergo the notice-and-
comment process before they take effect.’® Notice-and-comment—
through which the public engages in dialogue with agencies, requiring
them to respond to its concerns—safeguards democratic values and en-
hances the quality of rulemaking.?® A prominent scholar in the field
called it “[o]ne of the [g]reatest [ijlnventions of [m]odern [glovernment.”?!

Quite often, however, notice-and-comment is missing from nation-
al security rulemaking. Classification authority trumps other publi-
cation requirements,”? making notice-and-comment impossible.?® A
massive amount of government activity takes place entirely in secret.
By 2009, 1074 federal government organizations worked on programs

74 U. CHL L. REV. 1705, 1708-09 (2007) (describing the difficulty courts sometimes encoun-
ter distinguishing legislative or “substantive” rules from merely “interpretive” rules).

18. 5 U.S.C. §§ 500-596 (2012); see also infra Part IT.A (describing the APA’s funda-
mental importance in American law).

19. See 5 U.S.C. § 553(b) (This provision states that “[g]eneral notice of proposed rule
making shall be published in the Federal Register” unless there is “actual notice,” and
requires that the notice include “(1) a statement of the time, place, and nature of public
rule making proceedings; (2) reference to the legal authority under which the rule is pro-
posed; and (3) either the terms or substance of the proposed rule or a description of the
subjects and issues involved.”); id. § 553(c) (requiring that agencies provide opportunity for
public and interested parties to respond to the agency notice of rulemaking by tendering
written opinions, information, or statements); id. § 553(d) (requiring a minimum thirty-day
grace period between the announcement of a rule and its effective date); Gersen, supra
note 17, at 1709-11 (explaining that legislative rules, also known as “substantive” rules,
may only be promulgated through notice and comment unless a statutory exception ap-
plies).

20. See infra Part ILA.

21. Kenneth Culp Davis, Administrative Law Treatise § 6.15, at 283 (Supp. 1970).

22. See Arthur Earl Bonfield, Military and Foreign Affairs Function Rule-Making
Under the APA, 71 MicH. L. REV. 221, 238-40 (1972). The APA’s publication requirements
originally included an exception for “any function of the United States requiring secrecy in
the public interest.” Administrative Procedure Act, Pub. L. No. 79-404, § 3, 60 Stat. 237,
238 (1946). When the APA was amended by the Freedom of Information Act (FOIA), Pub.
L. No. 89-487, 80 Stat. 250 (1966) (codified at 5 U.S.C. § 552), Congress included two excep-
tions related to national security—Exception 1, which authorizes withholding information
classified “by an Executive order to be kept secret in the interest of national defense or
foreign policy,” 5 U.S.C. § 552(b)(1), and Exception 3, which authorizes withholding infor-
mation “exempted from disclosure by statute,” id. § 552(b)(3).

23. Because the existence of many national security-related agencies and programs is
secret, it is impossible to know how many legislative rules are developed in secret. See
nfra Part I1.C. Examples of statutes that authorize secret rulemaking include 50 U.S.C.A.
§§ 831-832 (West 2012) (providing limitations and guidelines on who has access to classi-
fied information at the NSA); id. § 3024(g) (holding the Director of National Intelligence
accountable for safeguarding intelligence information from disclosure); id. § 3161 (govern-
ing the process of classifying information and accessing classified information); id. § 3365
(limiting the dissemination of privileged information); id. § 3121 (punishing individuals
who reveal the identity of undercover agents and classified information); and td. § 3142
(allowing operational files of the National Geospatial-Intelligence Agency to be kept secret
from the public). See also Sudha Setty, The Rise of National Security Secrets, 44 CONN. L.
REV. 1563, 15683 (2012) (discussing the dangers of allowing “invocations of secrecy to
go unchecked”).
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at the top-secret level alone.?* The number of agencies and employees
working on merely “secret” level programs is surely much larger.?
Amid these agencies’ secret rulemaking lie the great “unknown un-
knowng” of the administrative state.?

We can learn a great deal about dysfunctions in national security
rulemaking when leaks reveal programs like the NSA’s. But we can
learn even more from national security rulemaking that the public
knows about but cannot participate in. I call this opaque rulemak-
ing.?” It accounts for a larger share of national security rulemaking
than secret rulemaking and is much broader in scope. It includes, for
example, regulations implementing treaties® and altering the legal
rights of immigrants.?

Opaque rulemaking occurs when an agency makes legislative
rules available to the public through some means, but refuses to con-
duct notice-and-comment or explain why.?* The authority to bypass
notice-and-comment this way comes from a little-understood but
broadly interpreted exception in the APA for “foreign affairs or mili-
tary functions.”® I call this the national security exception.*

24, See Dana Priest & William M. Arkin, Top Secret America: The Rise of the New
American Security State 86 (2011).

25. Seed. at 86-87.

26. See Donald H. Rumsfeld, Sec’y of Def., Department of Defense News Briefing (Feb.
12, 2002), available at hitp://www.defense.gov/transcripts/transcript.aspx?transcript
1d=2636. As David Posen has explained, Rumsfeld’s (infamous) taxonomy aptly describes
“deep secrets”—those about which Americans “are in the dark about the fact that they are
being kept in the dark.” David E. Pozen, Deep Secrecy, 62 STAN. L. REV. 257, 260 (2010).

27. Opaque rulemaking creates what David Pozen calls “shallow” secrets: the public
knows about the secret’s existence only from the publicly available final rule. See Pozen,
supra note 26, at 260.

28. See Int'l Bhd. of Teamsters v. Peia, 17 F.3d 1478, 1486-87 (D.C. Cir. 1994) (hold-
ing that regulations made pursuant to NAFTA exempting Mexican truck drivers from Fed-
eral Highway Administration (FWHA) licensing guidelines could be promulgated without
notice-and-comment).

29. See Rajah v. Mukasey, 544 F.3d 427, 436-38 (2d Cir. 2008) (upholding, under the
APA exception, the DOJ’s failure to use notice-and-comment to determine the countries
whose citizens would be required to report to the FBI under a post-September 11 registration
program, and who could be detained or deported in secret for immigration law violations).

30. Such rules can be published in the Code of Federal Regulations, the Federal Reg-
ister, or simply online. Secret rulemaking becomes opaque when the content of the rules is
made available, through leaks or deliberate disclosure, to the public.

31. See 5 U.S.C. § 553(a)(1) (2012) (stating that notice-and-comment requirements
apply “except to the extent that there is involved a military or foreign affairs function of
the United States”).

32. See infra Part I1.C. The term “national security” lacks a precise definition, but it
seems to be an ever-expanding concept. The Department of Defense recently defined it as
“[a] collective term encompassing both national defense and foreign relations of the United
States.” DEP'T OF DEF., JOINT PUBLICATION 1-02, DEPARTMENT OF DEFENSE DICTIONARY OF
MILITARY AND ASSOCIATED TERMS 182 (2010) (as amended through Jan. 15, 2014). T use the
term here in an even broader sense—to include these subjects and any action that may fall
under the exception in 5 U.S.C. § 553(a)(1).
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While some scholars regard the exception as inevitable,?® and oth-
ers have proposed reforms to increase transparency,’ the full scope
and historical origins of national security rulemaking—both secret
and opaque—remain largely unexplored. Secrecy makes a complete
accounting impossible, but this Article uncovers two unique features
that expose the constitutionally problematic way this rulemaking is
conducted and point the way toward necessary reforms.

First, this Article considers the entire corpus of cases discussing
the APA exception, concluding that courts generally apply it even
when it was not invoked by the agency until the rule was challenged
in court.® This makes it difficult to estimate how often agencies ac-
tually rely on the exception to avoid notice-and-comment.? It also
makes court oversight of national security rulemaking far weaker.
Under the Chenery rule, courts will uphold agency rules only on the
grounds articulated by the agency when the rule was developed.?”
Chenery I enables courts to perform their constitutionally critical role
of ensuring that agencies do not exceed their delegated authority.?

33. See Major Thomas R. Folk, The Administrative Procedure Act and the Military
Departments, 108 MiL. L. REV. 135, 142 (1985) (observing with approval that “[s]everal
court decisions have . . . given the term ‘military function’ its broadest possible definition”);
Adrian Vermeule, Our Schmittian Administrative Law, 122 HARv. L. REvV. 1095, 1096
(2009) (briefly discussing the exception as one of many “black holes” in U.S. administrative
law and noting that courts have generally construed it broadly).

34. Bonfield, supra note 22, at 238 (conceding that, while a narrow construction would
be preferable, the language of the “military or foreign affairs function” exception is never-
theless “very broad”); Evan J. Criddle, When Delegation Begets Domination: Due Process of
Administrative Lawmaking, 46 GA. 1. REV. 117, 192-93, 204 (2011) (proposing that the
exception be eliminated and that agencies use the APA’s “good cause” exception when no-
tice-and-comment is inappropriate); Oona A. Hathaway, Presidential Power over Inierna-
tional Law: Restoring the Balance, 119 YALE 1.J. 140, 223-24, 262-63 (2009) (noting that
the exception relieves the President of the responsibility for conducting notice-and-
comment for international agreements, and proposing reforms); C. Jeffrey Tibbels, Deline-
ating the Foreign Affairs Function in the Age of Globalization, 23 SUFFOLK TRANSNATL L.
REV. 389 (1999) (contending that agencies use the exception too often for economic regula-
tion, and proposing that the courts rein in its use); see also William D. Araiza, Note, Notice-
and-Comment Rights for Administrative Decisions Affecting International Trade: Height-
ened Need, No Response, 99 YALE L.J. 669, 671 (1989) (proposing a statutory grant of no-
tice-and-comment for rulemaking on the classification of imported goods, which is subject
to the exception).

35. See infra notes 161-56 and accompanying text.

36. Over the decades, the exception has been invoked by agencies across the govern-
ment—including the Departments of Defense, Homeland Security, State, Commerce,
Treasury, Energy, Transportation, and Agriculture; the Federal Communications Commis-
sion; the Food and Drug Administration; the Nuclear Regulatory Commission; and even
the Postal Service. See Bonfield, supra note 22, at 232 n.38; see also id. at 232-34 (describ-
ing various agencies’ responses to a survey, stating they had relied on the exception and
concluding that “[i]n practice . . . most agencies do not usually exercise their discretion to
follow the [notice-and-comment] requirements . . . when they are not bound to do so be-
cause” the exception applies); infra Part I1.C.

37. See SEC v. Chenery Corp. (Chenery I), 318 U.S. 80, 94-95 (1943); infra Part I1.B.

38. See, e.g., Kevin M. Stack, The Constituttonal Foundations of Chenery, 116 YALE
L.J. 952, 958-59 (2007); infra Part I1.B.
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When the agency does not use notice-and-comment, however—or of-
fer any justification for departing from it—there are no legal or fac-
tual justifications for the court to review.

Second, this Article examines, for the first time, the exception’s
development through numerous drafts of APA predecessor legislation
over eighteen years and its historical and political context.? This
analysis reveals that the national security exception was not a simple
inevitability; instead, it emerged from a fierce debate during the 1930s
and 1940s about how the United States could best compete with fascist
states without succumbing to fascism itself.* When the APA exception
is seen as a product of its time rather than an essential attribute of all
administrative law systems, its purpose becomes clearer.

The Article proceeds in four parts. I focus on the national security
exception in Part 11, revealing the general operation of the national
security administrative state. Notice-and-comment rulemaking is
“the dominant mode of administrative action.”*' Because notice-and-
comment rulemaking is such an important means by which agencies
create rules with the force of law, exceptions from it deserve special
attention. By carving out the exception, the APA creates a distinct
and constitutionally suspect administrative law regime for national
security rulemaking.

As Part III explains, the limited scholarly debate over the APA
exception has occurred without exploring its origins. Professor Adri-
an Vermeule, adopting the theories of German political theorist Carl
Schmitt, labeled the exception one of the “black holes” permitting un-
trammeled executive discretion, which are “integral” and “inevitable”
in “a massive and massively diverse administrative state.”* Ver-
muele’s critics have argued that such black holes are not necessary
and have proposed eliminating them.* But Vermeule’s invocation of
the APA exception fits neatly into discussion about emergency gov-
ernance—quite often grappling with Schmitt's perspective—that has
dominated national security law scholarship at least since September

39. Seenfra Part IV. Scholars discussing the exception have examined the legislative
history of the bill that became the APA, but not the rich history of earlier reform proposals
or the historical context. See, e.g., Tibbels, supra note 34, at 395-96 (discussing the APA
legislative history and noting its sparseness on the subject of the national security exception).

40. See infra Part IV. For a history of the New Deal in the context of the rise of totali-
tarian states around the world, see IRA KATZNELSON, FEAR ITSELF: THE NEW DEAL AND THE
ORIGINS OF OUR TIME (2013).

41. Nina A. Mendelson, Rulemaking, Democracy, and Torrenis of E-Mail, 79 GEO.
WASH. L. REV. 1343, 1343 (2011).

42. Vermeule, supra note 33, at 1149.

43. For criticism of Vermeule's observations, see, for example, Criddle, supra note 34,
at 192, 193, 204. See also infra Part I11.
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11, 2001.#* This Article, in Part IV, re-orients that discussion by fo-
cusing on the specific geopolitical concerns and theories of govern-
mental organization animating the exception’s inclusion in the APA.

In Part V, this Article explores why national security rulemaking
must be reformed and how to do so. Quite simply, the world has
changed in fundamental ways since the APA was enacted. The dis-
tinction between the foreign and the domestic—and between what is
and is not “national security”—has faded. Because people and prod-
ucts cross boundaries as never before, national security concerns con-
tinue to expand to new areas of government policymaking.*> And the
threats America faces have changed dramatically as well. Our most
dangerous enemies are no longer nation states, but terrorist organi-
zations or lone wolves.* And in an era of high-tech global surveil-
lance where a mere search algorithm can determine the difference
between what is foreign and domestic, the legitimating and delibera-
tion-enhancing qualities of notice-and-comment rulemaking are as
necessary for national security agency action as for any other.*’

Part V concludes by proposing reforms to an area of regulation
badly in need of a balance between secrecy and greater scrutiny and
public participation. If eliminating the APA exception entirely is not
feasible, the President should issue an executive order requiring
agencies to use notice-and-comment whenever possible. In addition,
the courts should be directed to impose a Chenery-type rule requiring
agencies to invoke the exception specifically when they issue a rule
without notice-and-comment and to specifically articulate their rea-
sons for relying on the exception.*® Even if these justifications cannot
be disclosed to the public for some time, or ever, the requirement will
nonetheless discipline and improve agency decisionmaking.

44. See MARY L. DUDZIAK, WAR TIME: AN IDEA, ITS HISTORY, ITS CONSEQUENCES 115-
16 (2012) (discussing the surge of interest in, and citation to, Schmitt following September
11). Even before September 11, scholarly attention to the jurisprudence of emergency and
exception—and the work of German political scientist Carl Schmitt in particular—was
steadily increasing. See Oren Gross, The Normless and Exceptionless Exception: Carl
Schmitt’s Theory of Emergency Powers and the “Norm-Exception” Dichotomy, 21 CARDOZO L.
REV. 1825, 1825-26 (2000) (noting the revival of interest in Schmitt's work in the late 1990s).

45. See, e.g., William C. Banks, Programmatic Surveillance and FISA: Of Needles in
Haystacks, 88 TEX. L. REV. 1633, 1634 (2010) (“[M]ore Americans than ever are engaged in
international communications, and there is far greater intelligence interest in communica-
tions to and from Americans. Both circumstances increase the likelihood that the govern-
ment will be intercepting communications of innocent Americans . . . .”).

46. See infra note 315 and accompanying text.
47. See infra note 314 and accompanying text.

48. See SEC v. Chenery Corp. (Chenery I), 318 U.S. 80, 94-95 (1943); infra notes 109-
115 and accompanying text.
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II. OUR BIFURCATED ADMINISTRATIVE STATE

The United States government has a bifurcated administrative
state. There 1s an ordinary administrative state, in which agencies
must solicit and consider public comments before issuing rules with
the force of law. And there is a national security administrative state,
in which agencies may choose to issue the same sort of rules without
first publishing them and without soliciting or receiving public com-
ments, while some rules may be kept entirely secret. The two admin-
istrative states co-exist within most agencies, but the national securi-
ty administrative state is more pervasive in the Departments of State
and Defense and in the array of intelligence agencies that operate
largely away from the public eye.?

Sometimes the two administrative states will co-exist within the
same rulemaking process. Inevitably, however, in these instances it
is the national security administrative state that governs the most
important aspects of the rulemaking. After the September 11 attacks,
the Department of Justice (DOJ) established a Special Call-In Regis-
tration Program “requir[ing] non-immigrant alien males over the age
of 16 from designated countries to appear for registration and finger-
printing.”’® The DOJ followed the APA’s notice-and-comment re-
quirements by publishing the proposed rule establishing the program
and accepting public comments before issuing the final rule two
months later.® But the DOJ did not publish for public comment a
crucial portion of the rule, which designates the countries whose citi-
zens must report.’? Nor did the DOJ explain why it had decided not
to consider comments on this portion.>?

49. Secret rulemaking also accounts for a significant, and troubling, portion of the
national security administrative state. See PRIEST & ARKIN, supra note 24, at 86-87; supra
notes 22-26 and accompanying text.

50. Rajah v. Mukasey, 544 F.3d 427, 432 (2d Cir. 2008).

51. See Registration and Monitoring of Certain Nonimmigrants, 67 Fed. Reg. 40,581
(proposed June 13, 2002) (to be codified at 8 C.F.R. pts. 214, 264). The proposed rule re-
ceived only fourteen comments, many of which were similar. See Registration and Monitor-
ing of Certain Nonimmigrants, 67 Fed. Reg. 52,584 (Aug. 12, 2002) (to be codified at 8
C.F.R. pts. 214, 264).

52. See Registration and Monitoring of Certain Nonimmigrants, 67 Fed. Reg. at
40,581 (stating that the selected countries whose citizens must report will be specified sep-
arately in notices published in the Federal Register); Registration and Monitoring of Cer-
tain Nonimmigrants, 67 Fed. Reg. at 52,584 (affir